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Dont get stung by Management Liability Insurance
B Y : S C OT T I N G H A M

Directors’ and Officers’ Liability (D&O) market

nature of business due to the pandemic can also result in other

2020 was a challenging year for the Directors’ and Officers’

areas of management being overlooked.

Liability (D&O) market, as 2021 begins we are seeing the results
of these challenges with the resultant impact on potential

Directors’ & Officer’s Liability insurance protects both a company

claims.

and its directors’ and officers’ against claims arising from their
legal liability or statutory duties. Cover is often purchased

During the pandemic, businesses were operating in an unknown

as part of a Management Liability policy which may also

environment, COVID-19 accelerated the move to remote working,

include Employment Practices Liability (EPL) cover to provide

business continuity plans were tested to the limit, health and

insurance against claims arising from employment matters

safety plans were rewritten and key decisions were made by

such as alleged discrimination, employee harassment or unfair

Directors’ and Officers’ to allow businesses to continue.

dismissal.

Unsurprisingly, these challenges remain and will do so for some

Employees

time. What has become clear, is that decisions made during

Employees are a regular source of claims under management

the pandemic response, may, even if not directly related to

liability policies where EPL cover is purchased. The COVID-19

COVID-19, be contributing to a rise in claims litigation, with some

response of a business may have resulted in furloughing of

firms reporting a 40% year-on-year rise and predicting further

staff or unexpected redundancies. Loss of goodwill between

increases to come.

employees and employer can result in a flurry of legal actions as
employees seek redress.

Not all management liability claims will arise from the pandemic,
in uncertain economic times claims can arise from a number

A potential scenario would be an employment tribunal claim

of stakeholders and circumstances. However, the pandemic

if an employee felt they were unfairly targeted for redundancy

and a company’s response can contribute to potential claims

due to discrimination, e.g. sex or race. Defence costs can be

scenarios. Increased focus on responding to the changing

significantly more than the cost of the claim.
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Dont get stung by Management Liability Insurance
B Y : S C OT T I N G H A M

Shareholders

Changing litigation landscape

Where companies have outside investors, the directors’ have

In the UK, increasing class actions and changes to legal and

a duty to those shareholders to act in the best interests of

regulatory environments has changed the landscape for UK

the business. Any perceived deviation from this can result in

Management Liability and as a result has impacted on the

shareholders making claims. If shareholders believe that a

Insurer market.

company’s COVID-19 response or just its general day-day to
business operations have been negligent or negatively impacted

It is clear that COVID-19 either directly or indirectly, will very likely

performance, they may look to bring a claim either individually or

to lead to D&O liability losses, and it is noteworthy that even

as a group (a class action).

those claims with little chance of success will cost time and
money to defend.

Creditors
Irrefutably, the impact of COVID-19 will result in company

The uncertainty of claims potential is causing unrest within

insolvencies. Where creditors feel that a business has not been

the market impacting premiums and availability of coverage.

correctly managed, they may examine the decisions taken by the

As Matrix advises our clients, when seeking management

directors’ and officers’ with a view to holding them personally

liability insurance or renewal, information and timing are key. Be

responsible. Allegations such as the knowing continuance of

proactive, engage with your advisers, ensure that information

trading whilst insolvent, may result in individuals being held

is updated and readily available and start the process early.

responsible for the increased debts incurred by creditors.

Management Liability insurance is becoming more critical to a
business than ever.
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Are your copier contracts costing you an arm and a leg?
B Y : A L E X S C OT T

The salesman is relieved - you’ve just signed a lease for a new
copier contract. Shiny new copiers, with an array of impressive

• Contracts have been unnecessarily extended to favour the
supplier and are expensive to exit from.

features are liberally distributed across your offices. The

• Total cost of ownership is unknown.

salesman has told you that you have the deal of the century

• Lease contract T&C’s are extremely complex and should be

because of the economically challenging times we live in. You
are quietly pleased with yourself because you managed to beat
the salesman down. Or did you?

treated with caution.
• To maximise competition, contracts should be specified and
tendered where feasible.

How much are you really paying for your copier contract?

What can you do?

Horror stories abound, such as a school having spent £35,000

Due diligence

on a £1,000 photocopier, and a company whose costs trebled in

Understand what your requirement is and scope out the

just two years despite usage staying static.

necessary specification both technically and commercially, even
if your installation is relatively small.

The reality is that too many copier/printer contracts have either
been oversold or are not fit for purpose and costing the user

Compare the cost of leasing against the cost of purchasing,

significantly more than it should. Although the industry has

but make sure you’re comparing like for like. This can include

improved its transparency in recent years, many issues remain:

whether different equipment models have a similar level
of functionality and whether options include extras like

• Existing contracts overwhelmingly disadvantage the client.

maintenance and supplies. As with any financial product,

• There are still dubious sales practices within the document

companies should know the Total Cost of Ownership (TCO)

management sector.

incurred with the transaction.

• Excessive overcharging on copier rates for mono and colour
pages are common.

ARE YOUR COPIER
CONTRACTS COSTING YOU
AN ARM AND A LEG?
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The deal of the century? Or have you just been ripped off?
B Y : A L E X S C OT T

Things to look out for:

Clients need to understand what an evergreen clause is because

Memorandum of Variation –

many copier contracts have one. In most cases, the wording

Evergreen Clauses and Renewal Options

goes something along the lines of “this Agreement shall

Copier leases should be some of the simplest financial

automatically renew for another one (1) year term, unless either

documents that a company will ever execute, but too many

party provides notice to the other of its intent to terminate this

businesses don’t understand what they are signing. There are a

agreement not less than thirty (30) days before the end of the

variety of hidden ‘traps’ that organisations are tripping over when

then-current term.”

executing their new copier leases - but are avoidable if you know
what to look for.

There are a variety of different names for the evergreen clause,
but it is the sellers desire to keep the contract going for longer

Costs are driven up through a review practice known as a

than the original contract duration. You need to understand how

‘memorandum of variation’, which in effect resets the length of

the contract you are signing works against you.

contract from the date of amendment.
Customers are often signed up with the promise of new or
upgraded equipment as a ploy to get them to sign up for
contracts that only benefit the seller. Once companies realise
they have been mis sold, they invariably have to make large
payments to cancel so-called ‘evergreen’ contracts - an
agreement which is automatically renewed after an agreed
maturity period.

End of contract termination - return and inspection fees
In virtually all copier leases, the lessee has the option to
terminate the lease agreement at the scheduled maturity date as
long as the lessee notifies the lease company in writing. Usually,
these instructions must be sent somewhere between 30 and 90
days prior to leases original maturity date.
The cost to return the equipment to the lease company is
generally the lessee’s responsibility. To avoid expensive return
fees, many lessees arrange to return their devices via their own
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The deal of the century? Or have you just been ripped off?
B Y : A L E X S C OT T

shipping method. Increasingly, there is a lease return inspection
fee. Even if you pay to return the device by your own methods,

• Are there additional toner charges if you are a heavy toner
consumer?

sellers are charging expensive fees per unit to inspect each

• Do they charge for scans?

device and wipe any data that may be stored on it.

• Are the annual increases fair?
• Is there an annual “admin” or “general” charge?

Contracts - Do’s & Don’ts
• Before entering into any agreement check that you know:

Points that should be included in your service agreements are as

• What services and maintenance you will receive?

follows:

• Whether there are any minimum/maximum usage

• Spare parts

requirements

• Labour as required

• Whether any costs will be incurred if limits are exceeded

• Free call outs

• The price per copy per page*

• Repairs within a certain response time

• Which toners are included?

• Regular maintenance and servicing

• The cost of purchasing extra toners if necessary.

• Consumables
• Toners (for some suppliers)

*If the proposal refers to cost per image then this needs to ring a very
loud alarm bell. Unscrupulous dealers often configure MFD’s to charge
4 times for a single colour print. The safer term to insist on is per
“page” or “print”.

When signing a service contract, pay particular attention to the
following:

ISSUE 8

Remember the supplier only talks of two simple charges – a
monthly lease charge and a cost per copy, but there is a lot
more to consider. Some of the points raised above are only the
tip of the iceberg. Auditel are experts at advising clients at both
unpicking ambiguous leases and renegotiating new contracts.
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With great risk management comes a great security program
BY: NIGEL HUGHES

With rapid and fundamental changes to the way organisations

risk management program in place, you can ensure that

are operating through the COVID-19 pandemic and are likely to

security decisions are made strategically instead of based on

be working for some time to come (if not permanently) there is

frameworks and gut feelings. This will optimise any security

an urgent need for the risks associated with these changes to be

planning and budgeting. All risks can be quantified. Security,

managed and to therefore optimise the cost and effectiveness

compliance, legal, or other risks can be quantified using our

of a security program.

methodology.

Controls are put into place based on best-practice frameworks

You are not alone

and are often prioritised based on assumptions around where

Most IT organisations struggle with security risk management.

there is the most benefit. Many businesses are still relying

There is a lack of understanding of how to evaluate risk, how to

on “hunches” about risk, often with qualitative rankings such

communicate this to the business, and what actions need to be

as “high, medium, or low.” To really bring a security program

taken.

to the next level, security risk management is needed. There
needs to be a unique quantitative risk model based upon the
organisation’s tolerance of risk, which can allow for better
security initiative planning, prioritisation, and budgeting. Only
with a regular dynamic view into risk can a company confidently
say that it is providing the necessary level of security.

• Only half of businesses have taken some kind of action to
identify cybersecurity risks (NopSec 2016)
• 60% of executives feel ill-informed about the risk posed to
their business from today’s security threats (NopSec 2016)
• 97% of companies surveyed recognise there needs to be
a collaborative approach to risk management, across the

The Auditel insight says that the best security programs are

organisation, with the assistance of external consultants.

built upon defensible risk management. With an appropriate

(NopSec 2016)
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With great risk management comes a great security program
BY: NIGEL HUGHES

Risk assessments are not easy

Assigning Risk Responsibilities & Accountabilities will provide

Much of the analysis around risk is formed around assumptions:

clear escalation protocols for how risks are managed. This is

whether a threat is likely to occur, what the potential impact

crucial, as many risk decisions have a high financial impact to

can be, how it can vary in the future, etc. There is difficulty

the organisation or affect business operations and cannot be

associated with quantifying these assumptions as they often

made by the IT team alone.

are just qualitative “hunches” or “feelings” rather than an actual
value.

Risk Reporting & Communication, regulatory obligations often
dictate the exact need for cyber risk reporting. However, beyond

• 63% of CEOs indicate that they want better risk metrics

(InfoTech)

• 46% were unsure whether their organisation have a good
understanding of the IT security risks they face

(Kaspersky)

that, the ability to present and report on risk internally can benefit
the organisation greatly. This includes the risk presentations that
might go to senior management and the board of directors

According to the Allianz Risk Barometer, cyber risk is the most

The program should:

underestimated risk by businesses.

• Establish the risk environment
• Conduct a threat and risk assessment

Businesses should combine the components into one program

• Build a security risk register

Security risk governance is needed to elevate any risk

• Communicate the risk management program

management program. When it comes to governance, focus on
building two simple functions in your risk management program.

IS POOR RISK MANAGEMENT
HIDING A DEEPER PROBLEM
IN YOUR ORGANISATION?
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Filling an ‘Empty Box’ what a waste of money
BY: M ARTIN WALLIS

Filling the Void

The Story

The last year of our lives has been marked out by many things:

Different suppliers of packaging machinery had visited my client

some sad and some just different. For many households one

over the years and each one seemed to have been successful at

of those things is the parcel courier – every day, two or three

selling in a different solution. The challenge the client faced was

parcels of different shapes and sizes arrive at the door.

to know which one was most cost effective or represented their
brand in the best way.

While packaging has long been an area where I help clients, now
my family has started to take an interest. It was the delivery of a

The first system the client had was the one they favoured for

single mug which started it off.

cost, because instead of buying materials, they were free – used
cartons which the machine shredded. But on closer inspection,

“What a waste,” they said looking at a small mug in a large box,

this needed one person to attend it full time and had higher

“so bad for the environment”.

rental, electricity and cleaning costs.

“What a waste of money”, I said, “think how much they could
save if they’re sending 100 a day”.

The second system used brown kraft paper, turning it into
‘sausages’ which could be used to fill the gaps while it was

Of course, we were all right and it took me back to some work I

environmentally friendly, the cost of the paper was expensive.

had done for a wholesale client a few years earlier. For every box
which is over-sized, ‘voidfill’ needs to be used to fill the gaps and

Finally, there was an air pillow system, which the client felt was

stop the contents moving around, and the bigger the spaces, the

the most expensive to run. In fact, we were able to secure new

more voidfill is needed.

contracts which made it the most cost-effective to use, with very
little packaging weight because 98% of the volume was air.
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Filling an ‘Empty Box’ what a waste of money
BY: M ARTIN WALLIS

The Challenge

you are sending to your customers? In my experience, more

How many businesses have the time to carry out a detailed

cartons are over-specified rather than under-specified, so

comparison of different solutions which the sales people will

that may provide a further opportunity.

each have promoted on the basis of saving costs? But there’s
more.

•

Finally, there is the shipping cost. Parcels companies have
always charged by weight, so less packaging may help a

•

Can you reduce the amount of packaging you use? Back

little. Increasingly they are also charging by volume, so a

to the single mug – a smaller box costs less, needs less

large box for a small item will be surcharged compared to

voidfill, and is environmentally more sustainable. Do you

the same goods in a smaller box.

have the right range of cartons?
Next Steps
•

Does the packaging you send out convey the right

My client was not unusual – like many other businesses, some

environmental message? Everyone knows how to recycle

processes are based on assumptions, and some of those

cardboard, but what is the likelihood that other materials

assumptions are overdue for challenge. With operations teams

which are compostable, or biodegradable will actually be

often taken up with recruitment, training, and figuring how to

disposed of in that way?

dispatch more orders from the same workforce, a third party
can offer time and neutrality. Add to that, our understanding of

•

Will the packaging you select based on cost and

process, supply chain and sustainability, and it’s a conversation

sustainability be fit for purpose and protect the products

we are always happy to join.
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January Energy update
BY: CHRIS BARRE T T

A quick word about the energy markets

price rise the chance that this will continues will recede. If you

Despite all the impact of Covid-19, energy prices have been

have contracts still open for 2021 and early 2022 we would

marching upwards as other global commodity prices rise.

recommend looking at price now.

Demand for LNG in Asia in particular has been pushing the price

Energy supplier update

up as less LNG is finding its way into the UK.

After the chaos of Q4 2020 the supplier market has settled down
with no major B2B suppliers failing. However, the fall out of

Prices are now at an annual high point, though there remains

the failures in Q4 may be significant due to unpaid Renewable

room to increase relative to the previous high point in Sept 2018.

Obligation fees which will be passed on to customers. Likewise
the number of new entrants to the market also seems to have

Future view

waned!

Currently there seems more reasons to believe that prices will
continue to increase, particularly if immunisation programmes

Credit

are successful and the global and UK economy recovers

The continued impact on businesses of Covid-19 restrictions

and increases demand. However, relatively speaking price

has pushed some suppliers to toughen their stance on credit

are progressing to a notional maximum in historic terms. As

checking, with some suppliers taking a blanket approach to

ELECTRICITY P/KWH
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affected sectors in particular hospitality, leisure, non-essential

The concept of sustainability is a broad and often overwhelming

retail. If you have concerns about credit, there are suppliers with

concern.

a more relaxed approach which Auditel can help you find.
All businesses need to develop a clear understanding of their
Sustainability

impact on the environment. For many businesses this can be a

Though the businesses have enough on their plate at the

complex process – but with the right approach it is possible to

moment, the pressure being applied by governments, supply

establish a baseline and a coherent plan to reduce this impact.

chains and customers on customers to demonstrate good
sustainable practices has not diminished.

Auditel’s team of experts can help businesses understand the
opportunities and threats that they face as we head towards a

In fact, many see the crisis as a launch pad to change our view

Net Zero world.

of sustainability.
The fact is that businesses should not see adopting good
sustainability practice as a burden or a cost. Businesses that
have embraced sustainability are proving to be more resilient
through these turbulent times.
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Procurement expertise when you need it.
Auditel was established to help organisations
make effective and informed procurement
decisions within a rapidly evolving market.
Today we are a strong network of over 100
procurement specialists and are continually
innovating our service as a leading procurement
and supply chain management consultancy.
Auditel’s procurement specialists work
alongside your existing Finance, Operational and
Procurement teams, providing the external help
your organisation requires, delivering business
transformation and a competitive advantage.
This is due to our vast expertise and detailed
knowledge of suppliers, and which of them can
deliver innovation and services at the most
competitive prices.
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