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THE BOTTOM LINE
Cybersecurity in the ‘New Normal’

> COMMUNICATIONS & IT

Prior to the pandemic, experts estimated that 5.2%  (1.7m) 
of UK employees worked from home for the majority of time. 
According to research from CIPD this is expected to rise to 22%  
(7.2m), post-pandemic (2021) and is only set to rise further and 
faster into the future.

Analysis of cyber claims data shows that 63% of cyber incidents 
are caused directly by employees, through accidental disclosure, 
social engineering scams, inadvertent ransomware infections, 
and malicious intentional behaviour. The lack of direct physical 
oversight of remote employees only compounds these 
problems.

As the attack can be just as much psychological as physical 
corporate IT security needs to account for any form of attack 
from any source in any way. Tools will need to be put into place 
that protect the information assets from access, corruption or 
misuse if the business is to be secured.

Security is only as good as the weakest link in the chain, which 
begins with the employee (or any user access) remote from the 
business and then:
• Facilities and function of the laptop, workstation, or mobile 

device
• Locally installed software and data
• Access to the Internet (home network or public/private WiFi 

& router)
• The Internet itself (as this is a public infrastructure)

• Host site, and corporate infrastructure or third party hosting 
infrastructure

• Servers, Applications and Data

Workstation and Installed Applications
End-to-End Encryption (E2EE) will not protect against someone 
inviting the threat onto their device through a rogue website 
or installing malware. The simplest method of avoiding these 
security breaches is to use a locked down ‘standard operating 
environment’ (SOE), but while this seems simple, many 
companies avoid this as it can increase support calls and 
prevents the end user changing their laptop in any way. A new 
feature of Windows 10 in partnership with device manufacturers 
have implemented ‘Secure-Core’ PCs, which will ensure that it is 
virtually impossible for malware to be active, or for the operating 
system to be corrupted.

Internet access to corporate/hosted infrastructure
Some of these issues can be solved by using E2EE, where 
between the encrypted end points it is virtually impossible 
to gain access. However most products only encrypt the 
transmission, and leave vulnerable the device, applications and 
data. Some applications, such as WhatsApp have in-built E2EE, 
which means the communication cannot be intercepted by 
other software on the device, before it starts to be transmitted. 
Therefore the boundary of the E2EE is critical to understanding 
what other security measures need to be in used.
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> COMMUNICATIONS & IT

Corporate & hosted servers, apps and data
Corporate assets have always been vulnerable to sophisticated 
hackers, because current security generally operates on a 
‘Trust but verify’ approach with passwords, codes, and 2 factor 
authentication being prevalent verification methods but once 
inside the perimeter the crown jewels are then open and on offer.

Current core security needs to be augmented with a ‘Zero 
Trust Architecture’. Zero trust aims to remove all trust from 

any activity. Every device, user (including employees), and 
network flow (internal as well as external) is authenticated 
and authorised. Policies must be dynamic and calculated 
from as many sources of data as possible, which may include 
dongles, location services and network addresses in addition 
to usernames, passwords and 2 factor. Trust is now only policy 
based, and if the policy is set correctly, valid access is easy, and 
hostile access considerably more difficult.

BY: N I G E L H U G H E S

VERIFY EVERY USER VALIDATE THEIR DEVICES INTELLIGENTLY LIMIT THEIR ACCESS



A U D IT E L.C O.U KA RT I C L E F E AT U R E D I N I S S U E 6
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Document Management Strategies

> PRINT

The increased use of digital communications and Apps on PCs, 
laptops, smart phones, and tablets has seen a major shift in the 
way consumers and organisations use and manage data and 
information. It has significantly reduced the volume of printed 
documents.

The present economic crisis has brought this issue into sharp 
relief - with countless offices sitting empty and millions of office 
workers working from home. Hundreds of thousands of copiers 
and printers are idle and probably will never be used again, yet it 
costs companies unprecedented sums of money in monthly  
lease charges.

Most copier/printer contracts have either been oversold or are 
not fit for purpose and costing the user significantly more than it 
should. 

• Existing contracts overwhelmingly disadvantage SME’s
• Excessive overcharging on copier rates for mono and colour 

pages are common
• Contracts have been unnecessarily extended to favour the 

supplier and difficult to exit from
• Total cost of ownership is unknown
• Contracts are technically complex, and should therefore be 

specified and tendered
• Evergreen contracts border on being fraudulent, definitely 

unscrupulous

What can be done?
No matter what the size of a printer/copier fleet is, significant 
sums of money can be saved.

1. Implement a document management strategy
Identify the total cost of ownership. To do this, implement an 
independent review of costs, usage, device location and need. 
Using resellers or manufacturers to specify equipment will 
disadvantage you. 

2. Change supplier’s contracts
Most copier contracts are both onerous and often unscrupulous 
and cost the client excessive amounts of money.

Auditel are experts at ‘unpicking’ existing copier contracts and 
renegotiating them to get a much better and fairer deal for the 
client. 

3. Framework Agreements
Public Sector Framework Agreements are available to buy a vast 
range of goods and services, including MFD’s & printers, but 
many organisations don’t have the knowledge to access them.

Auditel have developed a service to create easy access to use 
an independent MFD Framework Agreement that achieves the 
following objectives:
• Provides Auditel clients with transparent, safe contracts, with 

none of the dubious clauses that dealers use
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A U D IT E L.C O.U KA RT I C L E F E AT U R E D I N I S S U E 6

THE BOTTOM LINE
Document Management Strategies

> PRINT

• Provides the client with a choice of 3 market leading 
manufacturers equipment to choose from

• Fixed pricing which speeds up analysis and cost saving 
comparisons with the current set up

• Safeguards all Auditel clients for the duration of the contract
• More flexibility with T&C’s  
• No hidden costs, value for money solutions, backed by HP, 

Sharp & Xerox

4. Printer Cartridges
The cost of printer cartridges (ink and toner) is exorbitantly high, 
but there is now an effective alternative. In recent years, there 
have been significant developments in creating fully compliant 
substitutes to original manufactured and branded products. 
These replacement consumable products are fully guaranteed, 
accredited with full ISO quality standards, and can offer savings 
up to 50% (depending on printer device).

5. The Paperless Office
Reducing paper is the ultimate key to eliminating the costs 
associated with printing and copying and this in turn can 
improve productivity by 30%. Only 1% of EU businesses have a 
virtually paperless office.

• The average business paper usage is expanding by 25% a 
year! 

• The average office worker uses 45 sheets of paper a day – 
half of which are thrown away!

• One billion photocopies are made every day

Auditel are the UK’s leading independent Document 
Management consultancy and can advise you on how to 
significantly reduce the cost of printing and copying.
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The Current State of the Insurance Market

> INSURANCE

Turbulent times are here in the insurance markets, are you 
prepared for stormy weather?

Even before the advent of the Coronavirus, two major factors 
were already impacting upon the global insurance industry, 
namely, the beginning of a hardening market and the potential 
results of Brexit.

The market is hardening
After 15 years of a “soft” market, premium rates are on the 
increase primarily because of reduced capacity, insurers 
withdrawing from certain market sectors that they now consider 
to be unattractive and poor global claims experience.

Currently, these developments are particularly noticeable for 
specific risks such as Directors’ & Officers’ Liability (D&O), 
Professional Indemnity, Cyber and Construction, with premium 
increases of anything from 100% to 1000% being seen. This 
pricing volatility is likely to spread to other areas of the market 
as it continues to harden.

Reductions in capacity and withdrawal from sectors (for 
example, food risks) also mean that, increasingly, brokers 
are unable to place certain risks with a single insurer as has 
previously been the most common practice. Instead they are 
having to undertake “split” placements involving two or more 
insurers. 

Uncertainty around Brexit
The impact of Brexit is more of an operational and 
administrative one for insurers and brokers. From the client’s 
perspective, specifically, this will affect those with global 
insurance programmes including countries within the EU area 
and are likely to entail additional charges for local policy issue 
where previously the Freedom of Services agreement could  
be utilised.

Insurers are restricting coverage
Matrix is seeing examples where insurers are removing cover. 
For example, in the case of some D&O renewals (particularly in 
the SME sector), cover such as Employment Practices Liability 
extensions is being removed, or even, in some cases, Corporate 
Legal Liability cover is being declined.

In addition, increased excesses may also become more 
common, particularly for companies with US exposures.

Insurance renewals are taking longer to complete
The process of purchasing or renewing an insurance programme 
is very much founded on the broker’s relationship with 
underwriters. Consequently, the substantial communication 
issues presented by the current pandemic pose a fundamental 
challenge for insurers and brokers alike when seeking to 
transact business.

BY: S C OT T I N G H A M
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Many insurance broking personnel and underwriters have no 
experience of operating in a hardening marketplace and this is 
exacerbating the problems clients are now facing.

A further factor is that many insurers have established back 
offices in places such as Eastern Europe and India where 
facilities for homeworking are not as developed as they are in 
the UK.

The net result has been a major “slowdown” in the transactional 
insurance process as the broker and insurer teams have 
transitioned to remote working. This was very apparent during 
the recent fiscal year end renewals, which is the busiest period 
for renewals. Insurers and brokers were hard pressed to finalise 
renewals with existing clients, let alone carry out alternative 
market exercises.

BY: S C OT T I N G H A M

The key message is that where you 
are renewing an existing insurance 
programme it is vital to allow the 
maximum possible lead time to obtain 
the best possible coverage and pricing 
and to have a clear strategy.  We 
have seen many examples already 
of very late delivery of bad news to 
organisations with material cost and 
cover implications for management to 
deal with, and no time to address the 
critical issues. 
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A Word About Sustainability

> ENVIRONMENTAL

It is perhaps better to consider Sustainability in business as a 
continuum. What does this mean?

An organisation can have a low sustainability (often 
characterised as ‘unsustainable’) or it can have high 
sustainability in its business practice. The point being that there 
can be progression from one to the other as well as regression 
the other way.

There is a view that a more sustainable approach will make a 
business more resilient to significant change. In difficult times, 
whether pandemic or recession, the logic is that retrenchment 
is the approach. Shore up the defences, do not attempt anything 
new or risky, do what you must to survive. In effect accept defeat 
and wait as long as possible. 

In fact, evidence is mounting that this is not happening. The 
assumption that Sustainability can be sidelined for survival 
and recovery needs to be revisited. In many organisations the 
opposite has been the case. The shock of a pandemic and the 
economic fall-out has pushed Sustainability along. Stakeholders, 

from political to the general public need to be assured we are 
better set for the future.

Where are we now though? In transition is the best definition 
it seems. In the past there has been a waiting and relying for 
government to regulate and tax. Could this be seen as business 
evading responsibility? We now see emerging the leadership of 
business, at all levels, with regards to Sustainability. 

As an example, BT have a fleet of 33000 vehicles which will 
switch to full electric by 2030. The majority of which will have 
occurred by the second half of the decade. They are also 
enabling their Tier 1 suppliers to go for Net Zero carbon. It is 
worth reminding ourselves that a large business is not isolated. 
It has an extensive supply chain, over which it exerts purchasing 
influence. This will ripple down the supply chain, as will the 
requirement to meet sustainability targets.

As a supplier do you pre-empt this and promote your 
sustainability credentials or wait to react? Do you lead or do you 
follow? 

BY: M A R K M I L L E R
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Do you acquire the benefits of resilience and recognition in a 
crowded and changing supply chain environment?

The cynical, but not untrue, belief that the real arbiter is price 
is being modified. Low price with low resilience in the supply 
chain is high risk. It means empty shelves, unstocked stores, 
interrupted production and so forth. Procurement practice may 
to a large extent be trapped in the past, but that can be fixed. 

A light pass over the news feeds shows that technology is 
developing across the spectrum to solve energy and resource 
low sustainability positions. To underestimate human ingenuity 
(including new ways to make a profit) is to walk backwards into 
the future. 

So, what do we do?
We change, as we always have. We seek help to transition where 
we need it. Sustainability is not a dark art – it is what we do 
(sometimes well, sometimes not). Every business deals with 
change or it would not be a going concern. Though it may appear 
daunting at the moment, there is a clear pathway. Collaboration 
and partnership hold the key. The transition of dark art policy to 
real operations is where it all comes together.

BY: M A R K M I L L E R
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Homeworking - Pros & Cons

> COMMUNICATIONS & IT

Remote working is now widely recognised as part of the way 
businesses operate. Almost 2/3 of companies worldwide have a 
flexible workspace policy. Within Europe, Germany is top at 80%, 
Belgium bottom with just 47% and the UK in the middle at 68%.

Businesses looking at remote working ask the same questions; 
Productivity, employee reaction, issues arising, and requirement 
for additional support or equipment?

COVID-19 has thrown everything into sharp relief. Organisations 
being forced to adopt remote working (at least temporarily). This 
research is more likely to provide real results than a hypothetical 
questionnaire. The scale of change has taken companies by 
surprise and so need to pay close attention to the downsides.

Working Patterns
One myth about remote working is that they become workshy 
and productivity falls. Most actually get more completed 
because they can be fully engaged with their tasks when they 
would have been commuting, no office distractions, and be 
flexible to work until the task is complete.

Lower productivity is generally associated with those having 
additional childcare (due to the pandemic), or a poor workspace.

Almost 2/3 liked the flexibility to change their working hours to 
suit other commitments. Changes in working pattern included 

starting earlier, and/or finishing later (not necessarily both), 
taking more breaks, and fitting work around childcare.

Advantages of Remote Working
One of the main advantages is the opportunity to improve self 
well-being, including removing commuting. The time saved was 
appreciated by nearly everyone. This links into having a better 
work-life balance, and a greater sense of autonomy.

Being away from the office reduced administration tasks and 
paperwork which was seen as helpful by more than over half  
of workers.

An environment controlled by the individual (such as home), 
allowed people to be more focused and concentrate better. 
75% could concentrate better, and 2/3 found having fewer 
distractions an advantage. It is highly likely the ones not in 
this group had young children or additional home schooling 
responsibilities.

Disadvantages and difficulties
The issues surrounding team communication outweigh those of 
technology or administration. The top disadvantage is a lack of 
sharing within a team. Management is also an issue from both 
ends. Managers have difficulty tracking progress, and employees 
gaining support when needed. With more planning these are all 
issues that can be overcome.

BY: N I G E L H U G H E S
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Experience with technology was a mixed bag, particularly 
if technology was old or of poor quality or underpowered. 
Additionally difficulty in accessing IT support and lack of 
peripherals which are normally shared (photocopiers/scanners/
printers) is a major disadvantage.

Companies that work with physical materials (documents, 
packages etc.), also suffered from a lack of local physicality. 
Companies that have a documentation digitisation policy had 
many fewer issues.

Personal issues of lower communication, and in some cases 
isolation was a major challenge for 1/3, and a minor issue for 
41%. Work-life boundaries were also significant for 27%, and this 
is mostly associated with a poor home working environment, or 
lack of a defined working space.

Managers have been generally good at the practicalities of 
remote working, by organising efficient virtual meetings, 
and sorting out technical issues. Employees have been less 
enthusiastic about the effectiveness of their management 

being split 50:50 on whether hours worked or output was more 
important. Management were also lacking in providing the level 
of emotional support that was expected.

Summary
1. Employees working from home are somewhat more 

productive. The gap would have been larger (much more 
productive) if childcare was not an issue.

2. The main benefit is an improvement to work/life balance, 
particularly in the reduction of their commuting time. The 
improved sense of well-being and the use of commuting time 
saved for work seem likely to be major contributors to better 
productivity.

3. There is a broad spread of technological preparedness 
from sub-standard to fabulous. All companies need to be 
technologically prepared for the future.

4. Companies need to invest in the digitisation of processes and 
workflows to reduce the burden of paperwork.

5. Human issues are even more of a problem than technology, 
and they are also harder for employers to fix.

BY: N I G E L H U G H E S
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> ENERGY

A lot is happening in the energy industry and the coronavirus 
crisis has not done anything to dampen the enthusiasm for 
change.

But first things first, an update on the markets
Since the pandemic lockdown energy prices have begun to rise 
despite the destruction of demand. This reflects in part that 
energy prices were already at an artificially low level, so though 
the crisis delayed the recovery, inevitably prices have begun to 
increase, albeit at a lower rate than expected.
 
As the global economy has begun to recover, electricity 
prices too have started to edge upwards. Though the fear of a 
resurgence of the virus continues to over-shadow the markets 
and act as a counter-balance to increases, prices remain 
relatively low, therefore making it a good time to lock in your 
prices for the future.

A word about sustainability
For many organisations, simply staying afloat in these terrible 
times is the only sustainable action that they can focus on. 
However, it is becoming clear that organisations that took steps 
towards being sustainable have had greater resilience to survive 
the storm.

Many organisations are now seeing the space created by the 
pandemic as an opportunity to re-think their way forwards and 
head towards a sustainable future. 

Organisations are and will continue to come under pressure to 
adopt sustainable practices from:
• Regulation: Already, larger businesses are mandated to 

undertake audits to identify energy efficiency opportunities 
and to quantify their emissions. These schemes and others 
are likely to be extended and tightened as the government 
seeks to achieve its net-zero 2050 aims.

• Shareholders: Increasingly both private individuals and 
funds are looking to invest in businesses which demonstrate 
sustainable practices and will leave behind those that do 
not adopt suitable practices to mitigate their impact on the 
environment.

• Customers: As the ultimate stakeholders, customers are 
becoming increasingly engaged in choosing suppliers 
which demonstrate good environmental stewardship. 
Increasingly brands are voicing their efforts in the media to 
demonstrate their credibility to the market-place. In a world 
where ‘researching’ businesses is becoming increasingly 
accessible to the public it is becoming ever more important to 
demonstrate your credentials publicly.

BY: C H R I S B A R R E T T
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• Employees: The job market is changing. New talent has 
a completely different set of aspirations to the previous 
generation, this includes their employees having a shared 
vision around sustainability. To attract and retain the best, 
businesses will need to demonstrate they meet these 
demanding stakeholders requirements. 

Also, as we move to zero emissions from vehicles, employees 
and customers alike will begin to demand access to charging 
infrastructure for their vehicles. Have you got your EV strategy 
mapped out?

So, what to do?
Businesses need to construct a road map of their journey 
towards their goals. This can be complex and overwhelming and 
needs specialist knowledge. The solution will be different for 
every business and this is where Auditel can help. 

With over 25 years operating across all cost areas we have 
the depth and range of skills to help businesses develop their 
journey towards a sustainable future, no matter your sector or 
size.

BY: C H R I S B A R R E T T
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Whilst we’ve all rightly been focused on COVID and getting our 
industry back on its feet, it’s important to update Auditel Clients 
on another challenge that will face us all at the end of the year. 
Specifically, the end of the Brexit transition period on 31st 
December.

Up until now, there has been no change to our trading 
arrangements with the EU. On the 1st of January this will 
change.

While the UK government continues to negotiate with the EU, 
there are two potential outcomes and while the difference 
between ‘deal’ and ‘no deal’ may be less dramatic due to the 
government’s recent planning, all foodservice operators would 
be well advised to plan for some disruption in January and 
beyond.

Most major food suppliers have had been working on Brexit 
implications for over two years and are closely connected to 
government, representing and lobbying on behalf of the industry 
and their customers, and supplier base to ensure their plans are 
robust.

Whilst suppliers are generally well prepared for different 
eventualities, particularly if a deal with the EU is not concluded.

1.  If a deal is reached, then the impact on food tariffs should 
be low level or even zero, depending on the final shape of the 
deal. Bear in mind that the negotiators are working towards 

a less closely integrated deal than last time – so even with a 
deal, selected tariffs remain a possibility. We should expect 
some border disruption, as new systems/procedures will still 
need to be deployed to reflect the movement of stock out of / 
back into the EU Customs Union and Single Market, but a deal 
covering food standards might make such processes lighter 
touch and therefore easier to manage. 

2. If no deal is reached, which we believe to be the more likely 
outcome, we expect to see import tariffs applied on some 
food items, and increased paperwork procedures at UK ports. 
As a nation we import roughly 40% of our food, and additional 
border checks are likely to create delays, disruption and in 
turn, product availability issues.

The Political path ahead remains unclear and time is now tight, 
so well-prepared businesses should have full mitigation planning 
to ensure they have the best availability. In particular:
•  They have storage capacity and are building significant buffer 

stocks within their own network
• They are working closely with UK-based suppliers to ensure 

they are stocking up on raw materials, packaging and finished 
goods

• They can cover any fresh product shortages with frozen 
equivalents and will support British farming and local 
sourcing wherever they can

• They have the know how to manage the new import 
regulations and they can limit any border delays through their 
logistics planning

BY: S I M O N G I B S O N



Auditel was established to help organisations 
make effective and informed procurement 
decisions within a rapidly evolving market. 
Today we are a strong network of over 100 
procurement specialists and are continually 
innovating our service as a leading procurement 
and supply chain management consultancy.

Auditel’s procurement specialists work 
alongside your existing Finance, Operational and 
Procurement teams, providing the external help 
your organisation requires, delivering business 
transformation and a competitive advantage. 
This is due to our vast expertise and detailed 
knowledge of suppliers, and which of them can 
deliver innovation and services at the most 
competitive prices.

Procurement expertise when you need it.
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