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Introduction
Over recent years an increasing number of companies are suffering from unexpected
events that prevent them from trading for some time. These include the usual fire,
flood, and other natural events. For companies that have an active and tested disaster
recovery plan, these are frequently overcome with the minimum of fuss. Companies
without a disaster recovery plan take many more months to recover, if they manage to
avoid going bust.
In late 2019, a coronavirus called COVID-19, began to spread in Wuhan, China. For
many years science has predicted that the world was overdue for a pandemic... some
may say they were calling wolf. As in the story, the wolf has eventually appeared, and
any company that was not prepared for the impacts, will find the recovery much more
difficult than those with robust and tested business continuity plans.
Amongst politicians, managers, business leaders, and the general population there is
what psychologists call a ‘normalcy bias’. This leads people to cognitively minimise
threats, in spite of the data and risk analysis states. People have often been slow to
recognise the danger and confused about how to respond. This is true of COVID-19, and
was also true for Pompeii AD79, and Pearl Harbour and will be true of many companies
who do not have BCM as an integral part of their business strategy.
Events will not stop with COVID-19, nor will they stop with the next flood, fire, terror
attack, chemical spill, road accident, or unexpected catastrophe. Businesses always
need to be prepared.
Business Continuity Management (BCM) does not start or stop with disastrous events,
it requires attention to prevention or avoidance of the event in the first instance. It also
needs to take into account reputational damage (eg. Prét a Manger – peanut allergy
scandal, Starbucks – tax scandal), loss of business direction (loss of a director), or

25%

of organisations currently consider

recovery and resilience issues in their
business and IT project lifecycles.

17%

of BCM and IT security specialists

surveyed say their organisation has
a formal BCM plan that is applied
consistently.

20%

of companies will suffer due to:
Fires

deliberate sabotage.

Power Failures
Terrorism

Anything that negatively impacts on a business’ ability to trade needs to be part of the

Hardware Disaster

business continuity plan. Which also needs to include avoidance and mitigations to

Roof Damage

reduce the impacts before they are apparent.

Theft

Frequently, a disaster recovery or business continuity plan is built around impacting
events, and the actions required to recover the situation. This approach has a significant
and severe limitation of a business to recover from unexpected events. Business
continuity should be built around, recovering revenue generating business, internal
revenue supporting functions followed by ancillary functions, and staff considerations.
By placing the service (or production) rather than the event at the forefront of recovery,
the recovery can take place regardless of the source of disruption.
However a BCM programme will be cashflow positive when implemented as part of
a business strategy. BCM must do ‘what it says on the tin’ and ensures the business
continues or operate under all circumstances but will be cash positive as:
•

Assured supply increases customer confidence leads to increased sales.

•

Investors & insurers have confidence their money is safe and will offer lower charges.

•

As BCM requires a business to examine its processes, this will ultimately make a
business more efficient, and significantly drive down the cost of sale and production.

“

Being prepared is not
about the typical day:
It is about riding out
the exceptionally bad
day

A U D I T E L . C O. U K

Disastrous Statistics

80%
of companies that do not recover

from a disaster within the ten days
after are likely to go out of business

51%

within a month.

of companies close within two years
of the disaster if their issue is not
resolved over the course of those
first ten days.

75%
of businesses without a business

continuity plan fail within three years
of their first disaster.

43%
of businesses never reopened once
a disaster stuck their company.
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Executive Summary
•

Business Continuity Management (BCM) is not only crucial in helping businesses to
recover from a wide range of unexpected events and business interruptions, but also
in expanding sales, reducing costs, increasing efficiency & profitability, enhancing
teamwork, and protecting directors from personal regulatory exposure.

•

It is obvious to say that the importance of recovery cannot be overstated. Businesses
with an actively managed and regularly tested BCM programme will save a very

•

75%

of executives named business

significant amount of time and money following an event, and also emerge with an

continuity as one of their top

enhanced reputation with customers and potential customers for reliability.

responsibilities where risk of
reputational harm is highest.

Only 25% of companies integrate BCM into their business strategy. Many of those
that do not have a ‘silo’ approach, such as recovering by department, or function. In
particular IT usually has a huge focus, while many other departments are part of a
more general plan. Much greater benefits are afforded to companies where BCM is a
fundamental part of the business strategy.

•

A BCM programme that is developed across the whole company and then leveraged
with customers and staff will not only secure the company for the future, but also
have a rapid return on investment, and be a significant cash positive benefit to the
company.
•

Increased customer retention as the supply of goods or services is secure

•

Enhanced business development because assurety of supply can be guaranteed

•

The business will be more efficient (and so more profitable) as processes are
examined and inefficiencies removed.

•

External view of risk is lower, and therefore cost of finance or financial products is
lower

•

Corporate compliance and governance will be simpler, leading to a reduction in
directors personal liability.

•

CEOs surveyed feel most vulnerable
when it comes to:

65%

Gathering the right
information quickly

57%

An out of date

55%

Adequate

47%

business
continuity plan

communication
with stakeholders

Unclear definition
of the crisis

New product development will take account of corporate risk. In many cases this
will reduce the time to market, and therefore the overall cost of development.

•

A company engaged with BCM requires the whole company to understand risk,
resourcing, communication, and compliance, and therefore having an active BCM
programme will, go a long way to meeting the demands of today’s demanding
regulatory and corporate governance requirements.

•

A good BCM programme should not just be about the operational aspects of a
company, but should also include internal, external communications as well as public
relations. Third party comment, or incident (especially one that goes viral), can have a
significant impact, and this needs to be covered by BCM.

•

For any BCP to be successful will require sponsorship collectively at board level, and
individual responsibility at both board level and across senior management.

“

Failing to prepare is
preparing to fail
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1

3

5

7

Secure executive sponsorship
for business continuity
management.

2

Conduct a comprehensive
assessment of your current
business resilience posture.

4

Perform a holistic analysis by
looking across organisational
and location boundaries.

6

Apply a common, integrated and
company-wide BCM approach
to enable more consistent
planning & risk mitigation.

Elevate the business continuity
management discussion to the
enterprise risk-management
level.

Identify the most critical
processes in terms of BCM
priority for driving business
strategy.

Establish a centralised
governance across business
and IT.
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Get to know your business
1. What do customers see?
Business Continuity Management will not only concern itself with the customer facing products and services,
but also needs to understand the internal supporting services that support these, and the management control
that oversees all operations.

Revenue Generating Products or Services
It may seem incredible, but when business directors and owners
are asked to list all the products and/or services their company
offers to its customers, there are frequently some that are not
remembered, and sometimes these are quite important for
customers who purchase the easily remembered core services.

For all businesses, it is essential to have clear definitions of roles
and responsibilities, but equally to have deputies and each role to
have at least one competent backup. The purpose is to ensure a
clear structure when everyone is very busy, and secondly, should
any key member be missing that there is always cover for that
role.

A process map of the entire business, including any
interdependencies, will become the cornerstone of the business
continuity plan, and so ensuring that all revenue generating
services have been captured is essential.

Reputation
Trust in a company is vital to increasing trade and profits. Many
companies will have public relations departments, or employ a
third party to provide this service. Despite this few companies

Supporting the Revenue
No product or service exists in a vacuum, the mechanisms for
selling, supporting, and delivery, are all part of the connectedness
of a business. Any one of these supporting services may be
secondary to production, or may indeed be more important, but
understanding the relationships between support and revenue is

have a deep understanding of why existing customers remain, or
why new customer engage beyond price and features.
If custom is dependent upon more than just price and features,
this market reputation needs to be understood and protected in
the same way that products and services need to be delivered
and so need to form part of the business continuity plan.

essential to recovery.
Take a Systems View
Management
It is not always possible to clearly define the domains of
influence of directors and managers. In some businesses,
precise definitions are part of compliance, whereas others work
more effectively where these are fluid.

Many parts of the business will have co-dependencies with other
parts of the business. If one part starts to become disrupted, it
will quite quickly have an impact on other parts of the business.
Understand how these interdependencies could overwhelm the
business like the New York power failure of 1977, which cut all
the power to the city just because one trip-switch failed.
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Get to know your business
2. Business Impacts & Risk
From defining ‘what the customers see’ (above), this will produce a finite list of business activities and
dependencies that are necessary for operating the business. The result could identify inefficiencies in processes
and/or opportunities for development and expansion. For BCM purposes, the business has been bounded, and
each operation or process can be ranked. This ranking should be in terms of the overall impact on the business
when the operation or process is lost or impaired.
Understanding the impacts through a business impact analysis (BIA), will determine the focus for the BCP.
A high level, desktop, BIA should be conducted for every product, service, support, management, reputation
and associated interconnection. Dependent activities and operation must not be overlooked determining the
business impacts. Anything from this list that has a significant impact on revenue, should undergo a detailed
BIA.
In a BCP, risks are frequently described in terms of events, such as loss of people, power, or materials supply,
which limits the scope of the risk, as the event is usually unexpected and comes from ‘left field’. Risk should
be assessed in terms of business survivability based on the loss of production or service loss, and not on the
source of the event. The risk activity will also identify candidates for diversification and business development.
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Get to know your business
3. The Business Continuity Plan (BCP)
Many companies end up with a single business recovery plan
document, and some of these, once written, collect dust and are
only referred to once a business impacting event has occurred.
The ideal BCP should be structured in the form of a programme
of works, rather than a single project. Each revenue generating
product/service should have its own recovery plan, as
should supporting services, management and reputation.
Interdependencies will be resolved across the superior
programme of business continuity rather than at the specific
recovery level.
A business continuity plan enables the business to continue
operating in adversity. This BCP is not to be confused with the
disaster recovery planning, which is highly operational and will
detail actions required to recover specific operational aspects of
the business.

Recovery Point Objective (RPO) & Recovery Time Objective (RTO)
There are two key measures associated with both the business continuity plan and disaster recovery planning, which are:
Recovery Point Objective (RPO): This defines the maximum

•

Recovery Time Objective (RTO): Which is the maximum

loss that can be sustained. Usually defined as maximum loss

realistic time any service can be wholly (and sometimes

of information, but could extend to any other measurable

partially) unavailable. The planning needs to be built around

quantity. This is a preparation measure and products, services,

recovering a satisfactory level of service within this time

support and management will lock-in and backup past
activities so that should new activities be lost, the impact of
their loss has been quantified and limited.
Disaster event
Secs
Minutes

Cost

•

Minutes

Hours

Hours

Days

Days

Weeks

Time before event

Secs

Weeks

Time after event

Recovery Point Objective (RPO)

Recovery Time Objective (RTO)

How much data loss can be tolerated?

How fast do we need to recover?
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Get to know your business
4. Engagement (internal and external)

Internal engagement

External engagement

Any BCP will fail if it does not command the support of the

In the development of the BCP, the service requirements for

whole company. All staff must be aware of the BCP, and their

keeping the business operating will become clear. Where the

role should a business impacting event be called by senior

rearrangement of existing resources cannot cover service

management.

requirements, then the company should engage with external

If all staff understand their role in the recovery process, then
any business recovery will be accelerated. Also if any staff need
to be required to work additional hours, this can be included
in employment contracts, and staff are less likely to object to
unsociable hours working if they have agreed this in advance.

service providers to have emergency arrangements at the
companies disposal following a business impacting event. These
should be formalised, but can include reciprocal arrangements
with complementary businesses rather than paying for ‘just in
case’ third party services.
Arrangements should also be made with existing suppliers and
customers. Both groups are likely to appreciate the forward
planning, and be reassured that should an impact occur,
suppliers will retain business, and customer will have minimal
consequences. If key elements of a recovery plan are available
to these groups, they will understand their role in your recovery,
generating a win-win situation for everyone.
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Get to know your business
5. Exercising
Should a business continuity plan be written and then sit on a shelf collecting dust, it will immediately fail the
moment it is put into action because it will be out of date. It is not only essential that the document is reviewed
and kept up to date, but is regularly put into practice to identify deficiencies in the plan that can be resolved.
Part of the BCP development must be a realistic testing regime. The testing regime should not place the
business at risk (obvious) but should be constructed to ensure the plan will work. This testing can be anything
from a desktop exercise (which is unlikely to be sufficient) to a no-notice power outage or network failure (which
is probably too aggressive). Somewhere in-between these extremes will be right and it is for each company to
determine what is correct for them.
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Recovery and Beyond
1. Always remain in business
It is imperative that Business Continuity Management (BCM) ‘does what it says on the tin’. BCM should be at
the forefront of helping companies to prepare for, and recover from, any unexpected incident or unwelcome
business interruption. In a time of crisis, BCM is crucial in keeping the business going.
Business Continuity is about the whole company taking responsibility for the continuing operation of the
business and enabling it to stay afloat and trading whatever incidents occur from natural or man-made disaster,
to public relations errors, internal breakdowns and everything in-between. In effect, to allow a business to “keep
calm and carry on!”
Building and/or improving resilience in business is a crucial aspect of BCM. It requires businesses to identify
key products & services, and the activities that critically support them. Once that analysis is complete, it is about
devising plans and strategies that will enable the continuation of business operations and enable the rapid and
effective recovery from any type of disruption, whatever its size or cause. It provides a solid framework in times
of crisis to provides stability and security for the company.
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Recovery and Beyond
2. Oblivious to the benefits?
Around the world many hundreds of thousands of companies, both large and small, have saved time and money
because their BCM system has proved effective in quickly recovering the business to a near normal state after a
disrupting incident. Some even owe their survival to it.
Despite this, many business leaders are yet to embrace BCM, while others are implementing the plan poorly. The
obvious business survival benefit of BCM doesn’t always convince the directors. They can see the dangers of a
flood, cyber attack or terrorism, for example, but they like the COVID-19 pandemic the just don’t think it’s likely to
happen to them. BCM is also seen as a cost and a drag on profits whereas this is far from the truth.
Repeatedly reminding business leaders about how risky the world can be is frequently counter-productive, as
all business leaders are accustomed to accepting a degree of risk. Excessive scaremongering will generally
obscure the fact that BCM offers much more than merely a speedy return to ‘business as usual’.
Companies that embed BCM, unlock many of other benefits for the business and bring a healthy boost to their
‘bottom line’. Directors and business leaders are much more interested in these tangible benefits – carrots are
much more effective than sticks.

What are the main business concerns?
A survey of businesses1 around the world showed:
•

Over 3/4 of companies are worried or exceptionally worried

•

about unexpected IT or telecom outages
•

significant influence affecting reputation management and
crisis communications, and worry that the company will

About the same proportion of companies see the use of the

struggle to control messaging from outside the organisation.

Internet for malicious attacks on business operations and/or
reputation as their number one concern, which includes data
breaches or other cyber attacks.

2/3 of respondents see the influence of social media as an

•

Supply chain disruption and the underlying trend of
increasing supply chain complexity are lead concerns in the
manufacturing and retail sectors.

1. The Horizon Scan 2014 by the BCI, in association with BSI, which surveyed 690 organisations in 82 countries
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Recovery and Beyond
3. Rapid Return
Developing a significant BCM programme can have a significant and rapid return on investment, when
strategically developed across the company, without undergoing a disaster. Just the existence of a strategic
BCP dramatically reduces risk in the eyes of third party financial institutions and potential investors. As the risk
is reduced, this naturally reduces insurance premiums, and loan conditions (including interest rates). Investors
see a more secure company, and a good BCM programme has the capacity to open up new sources of funding,
that would otherwise be closed, particularly if the programme is ISO compliant.
Assurety of supply in the supply chain is fundamental in any procurement exercise. A company that can
categorically demonstrate its ability to fulfil supply of products or services through any kind of disruption, is
much more likely to win additional business than a supplier that cannot demonstrate that assurance.
Because a BCM programme examines the functions and processes of an company including the
interconnectedness of these, this naturally leads to the identification of inefficiencies, and give the opportunity
for the company to improve efficiency and cost effectiveness of its processes, thus reducing the cost of
bringing its products or service to market.
In a powerful paper, first presented at the 2013 BCM World Conference2, it was argued that insurers will be
persuaded to take account of a company having a BCM programme in place, calculating that, in the event of an
incident, damage will be contained and the company’s revenues will recover much more quickly.
A similar argument applies to the interest rate charged on bank loans. The rate reflects, among other things,
the risk of the borrower defaulting on the loan through bankruptcy or delaying repayments because of a major
crisis3.
If the company has an effective BCM programme in place, it stands a better chance of avoiding such a crisis, or
at least surviving it and recovering more quickly, resulting in a lower risk of credit default. This can be presented
to the bank and become part of negotiations regarding interest rates.
A BCM programme requires companies to consider contingency plans and processes, and how to work without
urgently needed resources after a catastrophic event. This will lead to the creation of new ideas, not only to
implement a workaround process in case of a disaster, but also to improve day-today processes in normal
situations (process efficiency). The cumulative effect of small improvements can easily repay the total yearly
running costs of a BCM programme.

2. The return on investment of a BCM programme, Rainer Hübert of HiSolutions AG, 9th October 2013
3. Axa PLC states in a 2007 report that 80% of businesses will fail after a major incident either by ceasing trading at the time, or within 18 months of re-opening.

A U D I T E L . C O. U K

Recovery and Beyond
4. Best Practice
Many companies rumble along by doing things ‘the same old way’. Implementing BCM programme allows them
to examine the whole lifecycle of the business and look at themselves with a fresh pair of eyes. As part of the
programme it requires companies to create process maps, to identify areas of confusion and overlap and to ask
themselves ‘why are we doing things this way?
If cost-savings are on one side of the Return on Investment ‘coin’, then the ability to drive revenue growth is on
the other. Having robust BCM programme is sometimes mandated by customers, and the company will not even
be invited to tender without one. This is particularly likely in highly-regulated industries like financial services,
the public sector, pharmaceutical production, or any organisation that is subject to the Civil Contingencies Act
2004, which requires an adherence to a coherent framework in emergency planning and response.
In many cases, the main driver for BCM is an entirely voluntary desire to achieve and demonstrate best practice,
reassuring customers and other stakeholders. BCM can be a key pillar in helping to retain existing customers,
and in winning new ones.
Most important is reassuring customers regarding security of supply. Without BCM in place, how can customers
be sure that their suppliers will still be able to fulfil contracts in the event of a business interruption? ‘Reliability’
is one word that is underused in this regard. If the company is reliable, it will go a long way to inspiring
confidence in customers and in becoming a trusted brand.

Manufacturing PLC Case Study
The main drivers for developing a robust BCM were:
•

The directors would be able to demonstrate compliance;

•

It was an absolute requirement for many potential customers;
and

•

The company has found that following the introduction of
their BCM system the workforce no longer just implement
solutions, but actively think about the risks and take preventative
measures to mitigate these. “We don’t just respond to business
interruptions but question things that might occur before they

It would have positive benefits in creating a positive ‘thinking’

actually happen”.

culture.

The change has not only allowed the company to address new

In regard to employees, the BCM system engenders a culture of

markets, but also provides reassurance to existing customers

continual improvement, as the whole concept of BCM is based

that they are ‘always open for business’.

on prevention as well a responding to incidents.

The director with overall responsibility to the board for the BCM

Before the introduction of the BCM system if there was a

system, concludes, “A disaster can strike any organisation, big

significant outage, the business would not only lose production,
but this would also have a severe impact on the business’s
finances and market reputation, both of which would have been
exceptionally difficult to recover.

or small, at any time. It can arrive in a variety of ways, from a
utility failure or a parts shortage to terrorist bomb or any one of
a million unknown incidents. When it strikes, you need to have
processes in place to mitigate the impact and return to ‘business
as usual’ as quickly and as painlessly as possible.
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Recovery and Beyond
5. All directors will benefit
There are benefits for all departments within any company, and BCM can offer solutions to various directors
around the boardroom table, in both large and small companies:

To the COO

by identifying critical processes and removing ‘single points of failure’, the business will be more
resilient, with fewer service interruptions and happier customers.

To the CIO

by resolving small IT and communications problems as well as mitigating larger threats, BCM results
in greater efficiency, with fewer information and communications system outages and less downtime.

To the CFO

by identifying process improvements, as well as highlighting major risks, problems can be avoided and
ongoing cost savings realised,
PLUS
All the benefits of BCM combine to enhance business performance, resilience and profitability.

To the CMO

in the battle for competitive advantage, the ability to demonstrate a robust BCM process can provide
customer reassurance and brand enhancement.

To HR

when implemented well, BCM can promote employee engagement and motivation through improved
communication and team-working.

Directors and officers can also reduce the legal & regulatory risks and the liabilities they face in a personal capacity through the added
protection that BCM can provide.
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Recovery and Beyond
6. Governance & Risk
Strategically BCM has grown in stature, and now plays a key part in a company’s risk management process,
helping to answer the demands of today’s burdensome regulatory and corporate governance requirements.
Good governance for listed companies is stipulated by the ‘UK Corporate Governance Code’, which states: “The
board is responsible for determining the nature and extent of the significant risks it is willing to take in achieving
its strategic objectives. The board should maintain sound risk management and internal control systems”.
Having a code of practice does not make directors and managers good at delivery. Very few companies have a
truly rounded understanding of risk. Rounded means having a good grasp of the risks associated with: physical
security, finance (inc. interest and exchange rates), information, business continuity, new product launches,
marketing campaigns etc. Risks are often calculated in silos, skewed to reflect departmental goals and as such
are very difficult to compare.
Supply chains are poorly understood, creating single points of failure that can be catastrophic, while IT
outsourcing and online hosting is often undertaken in blind faith, about the onward risks of supply.
Simple measures, like agreements with partners to share facilities in the event of a disruption, are often
overlooked in favour of excessively expensive options. Why do companies think they need a ‘dark site’ when
serviced-offices, such as Regus, are available?, or even better negotiating reciprocal resource availability from a
‘friendly company’.
Business continuity exercises are often inappropriate to risks faced, with the highest risks often neglected
because they are perceived as dull, compared to the more dramatic, but less likely to occur, earthquakes and
plane crashes.”
A properly implemented BCM system will support the business by appropriately assessing the potential impact
of a variety of risk outcomes, including the most unpredictable events that are not widely anticipated. The board
must ensure that a company’s major risks are identified, and build appropriate resilience into its business model
and operational processes.

SME Engineering Case Study
The company only had 25 staff but realised BCM was vital if it

Having said that for a small company what is needed are simple

were to expand, and not to collapse if anything significant were to

mechanisms and paperwork capturing the key points – a ‘what to

happen. Customers were asking for proof that we could continue

do when something goes wrong’ manual.

to provide services in adverse conditions. The development of
a BCM programme has reinforced confidence across the board,
including both staff and customers in the assurety of supply.
It was quickly discovered that building a robust BCM system was
more than a tick-box exercise. By implementing BCM effectively it
has provided the company with a set of methods for minimising
the adverse impact of an incident on its operations, as well as
protecting the interests of its customers, investors and others.

The exercise has taken, a set of ideas only existing in the head
of the CEO (not unusual for a 25 strong SME), to a robust and
confident company with a set of principles which will allow the
company to weather any storm.
Now, whenever something new is introduced into the process,
consideration is taken of the implications for business continuity.
At the forefront is the question ‘what can go wrong?’, and it has
been very helpful to have this risk management mindset.
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Recovery and Beyond
7. ISO22301
ISO22301, is the accredited standard for business continuity management systems. For companies that have
to prove their BCM credentials it would be recommended that they achieve this (or an equivalent) standard. Not
having ISO22301 will not mean that a BCM system is not robust, it will just mean that if a customer requests
proof of BCM additional documentation will need to be provided.
Larger companies, and companies supplying to time-critical industries or the public sector are increasingly
being required to have a BCM system, or risk being refused new contracts and excluded from tenders. It is
expected that companies delivering products or services on time-critical terms will, sooner or later, become part
of a supply chain protected by BCM certification, and will only remain part of the supply chain if they can prove
the existence of a working BCM programme.
There is likely to be a snowball effect for BCM standards compliance (such as ISO22301) within global supply
chains, with more companies becoming required to hold certification and also mandating it for their own
suppliers. Without appropriate BCM systems in place companies will lose bids and even lose existing contracts
because of failed compliance with their customers’ purchase regulations.
Reiterating four key drivers for business leaders to implement a robust BCM programme are:
1. Customer confidence;
2. Reputational risk;
3. Loss of market share; and,
4. Governance expectations.
Companies need to make the most of BCM and steal a competitive advantage. It makes sense to have a robust
BCM system, get it certified and give confidence to all the stakeholders.
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Be Prepared
1. To enhance the business
Companies who avoid engaging with Business Continuity Management (BCM) tend to see the discipline as a
huge effort for a just-in-case scenario (that will never happen to me!). As such this will be a large cost for the
business and have little or no effect. These companies fail to understand that engaging with BCM, will not only
protect a business, but will enhance it in so many ways that the implementation of a robust BCM systems will
be cash positive, and allow the development of the business in sales and many other ways.
•

Customer Focused: Use the BCM programme to protect customer supplies, and thus protect revenue, and
ensure this is marketed correctly so the business can be expanded, and sales increased.

•

Business Efficiency: Developing a BCM system will require a company to take a concerted look into its
activities, actions and processes. This will uncover overlaps, inefficiencies, and redundant activities etc. This
provides all companies an opportunity to improve, and become more efficient and profitable.

•

Protection: Traditionally BCM is seen as protecting the ability of a business to trade through adversity.
However it protects much more than trade, it should also protect the company’s reputation from bad actors,
and managers with legal compliance responsibility from personal culpability provided the BCM process is
followed and has been independently reviewed.

“

In all things success
depends on previous
preparation, and
without previous
preparation there is
sure to be failure.
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Be Prepared
2. To develop a robust process
A BCM system must do what is says, and have the ability to continue the business in the face of adversity (any
adversity). If it cannot achieve this it is not a robust process. It is therefore essential that any process undergoes
regular and rigorous testing of a variety of scenarios. In the first instance the BCM system must built using
strong methodology, and have an independent third party review.
1. Structure the process:
•

Business Impact Analysis: Understand what it mean to lose a product or service, and the impacts this will
have across the business not just on a single department, or activity.

•

Recovery Time Analysis: Identify the realistic timeframe for a product or service to be recovered, and
include in this all service requirements and dependencies.

•

Recovery Point Analysis: Monetise the information flow in the business and define an acceptable
loss. Build the system to ensure that no more than the allowable loss of information will be lost in any
impacting incident.

2. Obtain engagement throughout the company: It is important that all staff engage with the BCM system,
and are allowed to helpfully contribute. This engagement will ease the development (particularly in regard to
business efficiency), and ensure all staff know how to act in the event of an impacting incident.
3. Practice, Practice, Practice!: If the first time a BCM system is put into practice is at an impacting incident,
it is unlikely to be effective, due to scenarios that had not been accounted for. Testing the BCM system will
uncover the majority of these and will significantly improve the BCM system for when it is actually used with
an impacting incident.

A U D I T E L . C O. U K

Be Prepared
3. To increase benefits to the company
Many companies view BCM as a cost to the organisation, in a similar manner to that associated with insurance
costs. However unlike insurance BCM planning has considerable benefits that are measurable and revenue
enhancing opportunities.
•

Resilience: This is the natural outcome of a BCM system that leads onto all the other benefits

•

Increased Sales: Good marketing of the BCM system with increase the ability of the company to generate
sales, through providing customers with the assurety of supply that others may not be able to deliver, and in
some cases it is a condition of tender that a BCM system is in use.

•

Cost of Finance & Insurance: A BCM system naturally reduces the risks associated with a company.
Investors, lenders, or insurers will take account of this reduced risk, and will not only be more willing to
engage, but will also adjust premiums accordingly.

•

Efficiency: Because process inefficiencies are exposed in the development of a BCM system, and then
become part of the corporate culture, the whole company becomes more efficient and therefore more
profitable as a result.

•

Director & Officer Protection: As a robust BCM concerns itself with a company’s reputation and processes, it
ensures that a company will always be compliant with regulations, and legal requirements. Provided the BCM
system has been externally validated and is being followed this will help to protect the company’s directors
and officers from personal culpability.

For more information please contact:

